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7.2.3 5 HCP HEBBEB FEXNEE

5 HCPRHFAEFEFAXRABEMN SN EHEFRUTREGRMELATIE. XETGBEHEXKBRIERN
FXiREL. 5 HCP #xt H AT WILHWAH LN HERE B B B3 % “HepData” (HCP ) R L, B
HEATEF B FHES 0 =32 B 4%, B - SR 48 52 25 A PR R B0HE L AR 48 ot L B 25030 AN B i RS

YE (A1) .
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7.2.4 EREFRRFREVEHXNERE
BEFFERZREMFREFNHETHETRER IR . X 28H 5% PR PatientHealth-
cardSecurity” (B HBEF XL e MEH ., “BEFRBRFLLE"NEHWMUHILE 6 R 7,

PatientHealthcardSecurnity

HcpAuthenticateData

PatCardHolderVer DevClassAuthenticateData PatEncryptionData PatSignatureFunctData

PatEncAlgonthmID PatSignAlgorithmID

HcepAuthentMethod
HcplntKeys
HcpNatKeys

AuthenticattionMethod

VernificationMethod

PatEncKeyID PatSignKeylD

DevAuthenticationKey

VerificationData

B 6 “PatientHealthcardSecurity” iy %543
& 7 “PatientHealthcardSecurity” i1 BB

Xt R IR g% | BEXE (THIEK| KE L

PatientHealthcardSecurity | BERBEFELMHE s 1 N/A
— S— | —
PatCardHolderVer HBE-ERFEEELXR 2K 1 N/A |
— l 1 o —
BEAXEHIEZERNR
BB, ZFEES
VerificationMethod BE AR IE 1 — VerificationData X} £ 51 1
| ZIERC & R R I # i
| RARNEGETIET
. 1 _ —
VerificationData B U B E {i &8 1 —
DevClassAuthenticateData &KX EIE s 1

AT EMNNEFRTRA

AuthenticationMethod LS iR S RERER 1 55 gt 4 s 0 PR L 6
DevAuthenticationKey BELMEE | mm | 1 — | asassnes
PatEncryptionDatz B E AR % NEZS R
PatEncAlgorithmID B E iRl fif & 1 — gi?n BR AN ODGIR
PatEncKeyID BEMEEGRA | fs | 1 —  |sammesno
PatSignatureFunctData | BEEATENE | % ] NA |

PatSignAlgorithmID EESLNEE| 1 _ Ez)ﬁzﬁﬁm OID(xf &
PatSignKeyID | mEssmarn| s I aEELBEHY D
HepAuthenticateData HCP % 5138 % 1 | N/A -
] | %4 P 5] HCP M2 815
HcpAuthentMethod HCP %57 & RS RHE 1 | — | BT E B EE
| e
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Ve Bl

S8 —EHERUREH

08—/ B U ) 8 4 B
fir e

*® 7 (88
%t BB R & F% | Mgk
Hc;ilril_(i}_rs -_l ;I;: aRORRE N/A
HOP B R | |
HcpNatKeys :; i XA h N/A
HcpNatKey S HEUR o 1...

e

HE—EERXUREH
it EXUREGANRTEE
RRTRTEMEH.

HE— T EHXUFES N
fv &
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Bt & A
(FeTER 32D
ASN.1 HEENX

A.1 “Link” 8EXN&

Links :: = SEQUENCE OF Link

-- This is a sequence of references to other objects
Link ::= SEQUENCE OF LinkagePointer
LinkagePointer :: = INTEGER

A.2 “ReferencePointer” #1“ReferenceTag” 2 #EXT &

RefPointer ::= SEQUENCE OF RefTag
RefTag ::= INTEGER
-- This object can hold the ASN. 1-tag of another object

A.3 “RecordPersonPointer” EEXNSE
RecPersPointer ::= INTEGER
A.4 “CodingSchemesUsed” 5] &

CodingSchemesUsed :: = SEQUENCE OF CodingScheme
CodingScheme ::= SEQUENCE

{

Codeldentifier [0 ] OCTET STRING (SIZE (6)),
CodeLength [ 1] INTEGER,

Comment [ 2] OCTET STRING (SIZE(1...20)) OPTIONAL

}
A.5 “CodedData” MiEX &

CodedData ::= SET

{
CodingSchemeRef [ 0] RefPointer,

CodeDataValue [1] OCTET STRING,
CodeDataFreeText [2] OCTET STRING OPTIONAL

}

-- CodingSchemeRef i1s a RefPointer pointing at a

-- value that identifies a particular coding scheme

-- within the object coding schemes used.

-- If CodingSchemeRef = 0, then the coding scheme
-- is implicit in this International Standard.

-- If the length of the CodeDataValue

--is one OCTET and the
12
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-- CodeDataValues are defined as A or C, then

-- "A" = Administrative free text entry and

-- "C" = Clinical free text entry.

A.6 “AccessoryAttributes” {3 X} &

AccessoryAttributes :i= SET

{

Datel [0] UTC TIME (SIZE (6...12)) OPTIONAL,
Place/Personl { 2] RefPointer OPTIONAL,

Place/Person2 [ 3| RefPointer OPTIONAL,

Personid3 [4] SET OPTIONAL

{

PersonCode [ 0] RefPointer,

PersonText [1] OCTET STRING (SIZE(0... 30))

s

SecurityLevelPointer [ 5] SecurityLevels OPTIONAL,

-- Points to SecurityLevels table.

CompressionMethod [ 6 | CompressMethodData OPTIONAL,
-- Points to CompressMethodData.

ObjectSecAttributes [[7] SET OF SecurityServices OPTIONAL

{
SecurityServices :: = SEQUENCE

{

SignatureAlgorithmID [ 0 ] RefPointer OPTIONAL,

-- This points to the algorithm table.
SignatureVerificationKeyld [ 1 | RefPointer OPTIONAL,
-- This points to the signature verification key.
DigitalSignature [ 2] BIT STRING,
EncryptionAlgorithmID [3] RefPointer,

-- This points to the algorithm table.

EncryptionKeyld [ 4 | RefPointer

-- This points to the encryption key.

}

}

}

SecurityLevels :: = SEQUENCE

{

ReadSecAttribute { 0] SecAttData OQPTIONAL
WriteSecAttribute [ 1] SecAttData OPTIONAL
UpdateSecAttribute [ 2] SecAttData OPTIONAL
EraseSecAttribute [ 3] SecAttData OPTIONAL

}

SecAttData ::= Sequence of Boolean
13
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{
Always [0],
-- True = Always available, if false functionality is protected

and is controlled by one or more of the underlying

parameters,

ExtAuth {1],

-- True = Requires external authentication.

HoldAg { 2],

-- True = Requires data-card holder agreement.

OrigAg [3]

-~ True = Can only be done by originator of data element.

}
CompressMethodData :: = Set of CodedData

A.7 “PatientHealthcardSecurity” %% %

PatientHealthcardSecurity :: = SET

{
PatCardHolderVer [0 | SEQUENCE,

{
VerificationMethod [ 0] CodedData,
VertficationData [ 1] BIT STRING

}
DevClassAuthenticateData [1 ] SEQUENCE,

{
AuthenticationMethod { 0 ] CodedData,
DevAuthenticationKey [ 1] BIT STRING

}
PatEncryptionData [2 ] SEQUENCE,

{
PatEncAlgorithmID [ 0] RefPointer,
~-- This points to the algorithm table.

PatEncKeyID [ 1] RefPointer -- This points to the key table.

}
PatSignatureFunctData [ 3] SEQUENCE,

{
PatSignAlgorithmID [ 0] RefPointer,

-- This points to the algorithm table.
PatSignKeyID [ 1] RefPointer -- This points to the key table.

}
HcpAuthenticateData [4 ] SEQUENCE

{
HcpAuthentMethod [ 0] CodedData,

HcplIntKeys [ 1] SEQUENCE,
14
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{
HcpIntKey [0] BIT STRING,

}
HcepNatKeys [2] SEQUENCE

{
HcpNatKey [0 ] BIT STRING

}

}

}

HepKeylID = OCTET

AlgorithmTable ::= Sequence of AlgorithmID
AlgorithmID ::= String

KeyTable :: = Sequence of Key

Key ::= String

15
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